April 29, 2024

The Honorable Pete Buttigieg
Secretary of Transportation

U.S. Department of Transportation
1200 New Jersey Ave, SE

District of Columbia, 20590

Dear Secretary Buttigieg,

On March 21, 2024, Transportation Secretary Pete Buttigieg announced a review of the
largest airlines’ collection, handling, maintenance, and use of passengers’ personal
information. The American Economic Liberties Project, Consumer Action, Consumer
Federation of America, Ed Perkins on Travel, FlyersRights, the U.S. Public Interest Research
Group, and the National Consumers League welcome and support the U.S. Department of

Transportation’s (DOT) review of air carriers’ data collection practices.

We urge DOT to especially examine airlines’ consumer data practices in relation to their
mileage and rewards programs as well as their software products, such as mobile apps. To
the fullest extent possible, we request that the Department makes its findings publicly
available. Additionally, we advocate for DOT to explore implementing permanent
mechanisms for consumers to protect themselves against unfair or deceptive practices that
violate their privacy rights. These safeguards should include transparency requirements,
data minimization mandates, and tools for passengers to exclude themselves from

commercial surveillance.

With just a handful of U.S. companies operating more than ten million passenger flights
each year, allowing a small number of air carriers to collect hundreds of millions of
travelers’ personal information, DOT has a critical role in the oversight of these companies’

handling of consumer data. The federal preemption clause in the Airline Deregulation Act



of 1978 further compounds DOT’s importance by granting the Department sole jurisdiction
over the industry, and significantly curtailing the ability of other entities (such as the
Federal Trade Commission [FTC], the U.S. Department of Justice, and state attorneys
general) to enforce the law. We hope that this review is just the first step in a larger role

DOT is going to fill in protecting consumer privacy from abuse by airlines and ticket agents.

There is compelling evidence that ticket prices—whether booked directly via airlines or by
third-party ticket sellers—can vary based on shoppers’ browsing and buying habits.! This
raises concerns about not only traditional unfair and deceptive practices, but of privacy
violations as well. Additionally, through the advent of rewards programs, partnerships with
banks, and the issuance of essentially their own currencies for frequent flyers, many
airlines are beginning to resemble financial services providers. The industry estimates that
one out of every four U.S. households has an airline credit card, generating billions of
dollars in revenue for air carriers each year.2 In 2019 alone, United Airlines and Delta Air

Lines generated $5.3 billion and $4 billion, respectively, from the sale of their miles.3

These mileage programs can be much more valuable than the air carriers themselves. In
2020, United’s MileagePlus program was valued at $22 billion, more than double United’s
market capitalization at the time of $10.6 billion.#* What’s more, a study released this month
reveals the price of rewards has “increased significantly” and “reward payback” fell by

more than half since 2017 among the six largest domestic carriers.> The global airline
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industry’s New Distribution Capability initiative also raises issues about pricing and
frequent flyer benefits being tailored to individual consumers, based in part on potential

privacy violations.®

Airlines have also created mobile apps and host online webpages. By using these software
products, consumers (often unknowingly) can create pathways for these corporations to
access the troves of information that computers and smartphones collect, from precise
location data to internet browsing activity.” The Department should examine carriers’
acquisition and use of this data, especially when it occurs without the awareness and
informed consent of the user. Additionally, DOT should audit airlines’ sale of passenger
data to third parties, given some data brokers’ history of selling individuals’ personal data

to fraudsters.8

Consumers have few options for air travel and cannot easily avoid using airlines that
violate their privacy rights. Unlike other sectors, air carriers’ and their privacy practices
have not received oversight from multiple different governmental agencies (e.g. FTC and
state attorneys general). Instead, aviation law enforcement is largely restricted to DOT.
These factors, combined with the expansion of airlines’ offerings to include financial
services and software products, necessitate a thorough DOT review to ensure that

consumers’ personal data is protected from abuse by airlines and travel agents.
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Consumer advocates strongly support such an examination and appreciate DOT’s efforts to
protect consumers as they utilize air transportation. We respectfully urge the Department
to make its findings public to the fullest extent possible and consider implementing
permanent mechanisms to improve transparency and consumer control over commercial

surveillance practices.

Sincerely,

American Economic Liberties Project
Consumer Action

Consumer Federation of America

Ed Perkins on Travel

FlyersRights

U.S. Public Interest Research Group

National Consumers League



